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SCOPE OF THE PROBLEM

Even before the COVID-19 pandemic, 
CSCC members have been laser-focused 
on maintaining reliable and resilient 
communications networks despite facing 
an increase in cybersecurity threats.  

▶ Damages from cybercrime are projected to 
reach $6 trillion annually by 2021.  

 (SOURCE: HERJAVEC GROUP)

▶ 31 billion IoT devices are expected to flood  
the ecosystem by 2023. 

 (SOURCE: CTIA)

▶ Supply chain attacks increased by 78% 
between 2017 and 2018. 

 (SOURCE: SYMANTEC)

▶ Between 2019 and 2020, there was  
430% year-over-year growth in cyber attacks 
targeting open source software projects.  

 (SOURCE: SONATYPE)

▶ 2020 set the U.S.’s new annual record of 
billion-dollar weather and climate disasters, 
such as hurricanes, droughts, and wild fires, 
with 22 of these events—shattering the 
previous annual record of 16 such events in 
both 2011 and 2017.  

 (SOURCE: NATIONAL OCEANIC AND ATMOSPHERIC ADMINISTRATION)

ABOUT US 
Chartered in 2005, the 
Communications Sector 
Coordinating Council 
(CSCC) coordinates industry 
engagement with the U.S. 
government on cyber and 
infrastructure security.

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://www.ctia.org/the-wireless-industry/infographics-library
https://www.symantec.com/content/dam/symantec/docs/reports/istr-24-2019-en.pdf
https://www.sonatype.com/hubfs/Corporate/Software%20Supply%20Chain/2020/SON_SSSC-Report-2020_final_aug11.pdf
https://www.ncdc.noaa.gov/billions/
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RISING TO THE COVID-19 CHALLENGE 

As Americans spent much of 2020 living, working, 
learning, receiving healthcare, and socializing online, the 
CSCC redoubled its commitment to maintaining reliable 
and resilient communications networks to keep the nation 
connected and informed.

Designed for Demand 
Communications networks performed remarkably well 
during COVID-19. Despite traffic surges, providers across 
the sub-sectors successfully supported users’ distance 
learning, telework, telehealth, and other needs. The cable, 
wireless, and wireline industries provided dashboards 
detailing traffic growth during the pandemic. Network 
performance information is linked below.

▶ Cable: Provides the metrics, trends, and observations 
of how cable internet networks are thriving amid the 
COVID-19 pandemic.
• Traffic continued to steadily increase over the 

duration of the pandemic. Between March and 
December 2020, national downstream peak total 
cumulative growth was over 32% and national 
upstream peak was 53%.

▶ Wireless: Explains the wireless industry’s resilience 
in responding to COVID-19 and provides network 
performance data.
• The top four providers saw as much as a 28% increase 

in data use and a 12% increase in voice traffic in July 
2020 as compared to the weeks leading up to the 
start of the pandemic in the U.S.

▶ Wireline: Reports on the traffic of USTelecom’s largest 
members and explains how they have supported 
customers during COVID-19. 
• The average network traffic increase reached a high of 

27% in mid-April.

Constructive Partnerships
▶ Worked with Department of Homeland Security (DHS) 

Cybersecurity and Infrastructure Security Agency 
(CISA) to develop guidance supporting the criticality of 
essential workers within the communications sector and 
with state and local officials to convey this criticality. 

▶ Partnered with policymakers at all levels of government 
to enable communications workers to support 
communications networks during the pandemic. 

• Convened multi-association briefings that included 
presentations by top policymakers at the White 
House, DHS CISA, the Federal Communications 
Commission (FCC), Congress, the Centers for Disease 
Control (CDC), and other federal entities to educate 
the broad communications sector.

Response, Information Sharing, and Member 
Resources 
Members of all sectors took unprecedented actions to 
ensure continued delivery of services while prioritizing 
the health, safety, and well-being of their employees 
and customers, and the communities they serve. 
Industry shared information between companies, trade 
associations, and federal, state, and local government 
entities, and made a variety of resources available to 
support their members’ continued operations. For more 
information about the sub-sectors’ responses see:

▶ Broadcasting 
▶ Cable 
▶ Satellite 
▶ Wireless 
▶ Wireline 

Return to Normal
Developed and maintained guidance to assist 
communications providers with establishing and 
implementing plans as they consider returning their 
employees to the workplace following COVID-19 closures. 
The resources provided in this document include state 
and federal government recommendations, industry best 
practices, articles, and questionnaires intended to support 
efforts to create a safe work environment and mitigate the 
spread of COVID-19.

https://www.ncta.com/COVIDdashboard
https://www.ctia.org/covid-19
https://www.ustelecom.org/research/network-performance-data/
https://www.nab.org/coronavirus/stationOperations.asp
https://www.ncta.com/response
https://sia.org/covid-19/
https://www.ctia.org/covid-19
https://www.ustelecom.org/covid-19-resources-list/
https://www.comms-scc.org/return-to-normal-guidance
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NATIONAL 5G STRATEGY

Wireless carriers are preparing to transition to the 5th 
generation of wireless technology (5G) in the years 
ahead, and CSCC members are uniquely positioned to 
understand and mitigate security risks. 

▶ Implemented White House National Strategy to Secure 
5G (March 2020).

▶ Prepared for National Telecommunications and 
Information Administration (NTIA) National Strategy to 
Secure 5G Implementation Plan (January 2021).

▶ Aligned with CISA Strategy to Ensure the Security and 
Resilience of 5G (August 2020).

▶ Partnered with CISA on mitigation efforts to ensure the 
opportunities of 5G are realized, and engaged on the 
development and operationalization of CISA’s Strategy. 

SECURING THE SUPPLY CHAIN 

Supply chain risk management is a key component 
of cyber and physical security and is necessary to 
prevent and mitigate information, communications, 
and technology (ICT) vulnerabilities related to services 
and products. CSCC engages across federal agencies to 
promote concerted efforts and a consistent approach to 
supply chain risk management (SCRM). In 2020, the CSCC 
intensified its efforts across multiple workstreams to 
address challenges related to the COVID-19 pandemic. 

DHS Engagement
▶ Co-led DHS ICT SCRM Task Force, delivering tangible 

outputs, in its second year of work:
• Working Group 1, the Information Sharing Working 

Group, developed a report and recommendations 
to provide clarity on legally sharing information on 
supply chain risks while mitigating concerns about 
anti-competitive behavior, false information, and 
breach of obligations of confidentiality. 

• Building on its year one effort, Working Group 2, the 
Threat Evaluation Working Group, developed version 
2.0 of the Threat Evaluation Report, incorporating 
new approaches, applying its prior work to products 
and services, and incorporating mitigation strategies 
and possible SCRM controls. The Report also provides 
examples intended to inform organizations’ risk 
management processes.

• Working Group 3, the Qualified Bidders List/Qualified 
Manufacturers List (QBL/QML) Working Group, was 
charged with developing recommendations for the use 
of “Qualified Lists” as a tool to support organizations’ 
management of ICT supply chain risk. The Working 
Group reviewed existing federal government qualified 
list programs and developed evaluation criteria to 
support organizations in developing lists.

• Working in coordination with the other working 
groups, Working Group 4, the Vendor SCRM Template 
Working Group, created a template to support vendor 
SCRM compliance decision-making and awareness. 
The template includes a standardized set of questions 
on an entity’s implementation and application of 
industry standards and best practices to communicate 
risk management for ICT vendors and customers. 

• In response to the COVID-19 pandemic, Working 
Group 5, the COVID-19 Supply Chain Analysis Working 
Group, assessed the impacts of the pandemic on ICT 
supply chains to inform the prevention of more serious 
impacts during potential future events. The Working 
Group also developed an ICT System Map of the ICT 
supply chain that pinpoints the chokepoints that 
decrease resiliency.

NTIA Engagement
▶ Continue to actively participate in NTIA’s Software 

Component Transparency multistakeholder 
process, an open and transparent process launched 
in 2018 to explore how manufacturers and 
vendors can communicate useful and actionable 
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information about third-party software components 
that comprise software and IoT devices. Through this 
process, CSCC members collaborated with NTIA and 
other stakeholders to create guidance for the use of a 
Software Bill of Materials (SBOM), which serves as a list 
of ingredients that make up software components. The 
SBOM guidance addresses key aspects of IoT security, 
including upgradability and patchability of connected 
devices, cybersecurity vulnerability disclosures, and 
collaboration between security researchers and software 
and system developers and owners.

 In furtherance of this effort, multistakeholder process 
participants developed the following resources in 2020:
• SBOM Two-Page Overview.
• SBOM FAQs.
• SBOM Explainer Videos.

 This is one of several NTIA cybersecurity multistakeholder 
processes that CSCC members have participated in over 
the last several years. The consensus-driven development 
of market-based cybersecurity solutions and guidance 
creates a foundation for increasing digital security and 
supports the security of America’s Internet architecture.

▶ The CSCC filed comments with NTIA in support of its 
effort, in cooperation with other agencies, to establish 
a program to share cybersecurity risk information 
with trusted providers of advanced communications 
service and suppliers of communications equipment 
or services.  NTIA focused on such entities that are 
small and medium businesses (SMBs), and the CSCC 
provided guidance around the unique considerations 
affecting the SMB community, which largely serves the 
communications needs of rural communities.

Other Engagement
▶ Participated in FCC, Defense, and Commerce 

Department proceedings to develop rules for securing 
the ICT supply chain. 

CYBERSPACE SOLARIUM COMMISSION 

Established by Congress as a “bipartisan, 
intergovernmental and multisector body” charged 
with 1) evaluating divergent approaches to protect and 
defend the United States in cyberspace; and 2) creating 
a comprehensive consensus strategy on cyber security, 
defense, and resilience. The Commission, comprised of 
current and former Administration and military officials, 
Members of Congress, and representatives from academia 
and industry, released a March 2020 report with over 
80 recommendations, and a June 2020 white paper 
reiterating earlier recommendations and offering new 
recommendations based on lessons from the COVID-19 
pandemic.

▶ Following the release of the reports, engaged on 
legislation to implement Commission recommendations. 

NRMC TRI-SECTOR EXECUTIVE WORKING GROUP 

Operating since 2014 and chartered in 2018, the National 
Risk Management Center (NRMC) Tri-Sector Executive 
Working Group consists of senior industry representatives 
from the communications, financial services, and 
electricity sectors and senior government representatives 
from DHS and the Treasury and Energy Departments. 

▶ Contributed insights for future implementation of the 
Solarium Commission recommendations. 

▶ Built cross-sector incident response playbooks.

▶ Improved understanding of systemic risks that might 
impact all three sectors.

NSTAC 

The President’s National Security Telecommunications 
Advisory Committee (NSTAC) advises the U.S. government 
on national security and emergency preparedness. CSCC 
members AT&T, Ericsson, Harris Corporation, Iridium, 
Lumen, and Neustar participate on the NSTAC, and AT&T 
serves as CSCC’s liaison. 

▶ Software-Defined Networking Report (2020)

▶ Network Resiliency and COVID-19 Retrospective (2020)

▶ ICT Ecosystem Resiliency Report (2019)

▶ Cybersecurity Moonshot Report (2018)

https://www.ntia.gov/files/ntia/publications/sbom_overview_20200818.pdf
https://www.ntia.gov/files/ntia/publications/sbom_faq_-_20201116.pdf
https://www.youtube.com/watch?v=6yljBKKl8Vo&list=PLO2lqCK7WyTDpVmcHsy6R2HWftFkUp6zG&index=3
https://www.ntia.doc.gov/files/ntia/publications/7282020-cscc.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20SDN%20Report%20%288-12-20%29.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Letter%20to%20the%20President%20on%20Communications%20Resiliency%20.pdf
https://www.cisa.gov/sites/default/files/publications/nstac_letter_to_the_president_on_advancing_resiliency_and_fostering_innovation_in_the_ict_ecosystem_2.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC_CyberMoonshotReport_508c.pdf
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ASSESSING NATIONAL CRITICAL FUNCTIONS 

The NRMC launched an effort in 2019 across all critical 
infrastructure sectors to identify and validate a list of 
National Critical Functions (NCFs)—the functions of 
government and the private sector so vital that their 
disruption, corruption, or dysfunction would debilitate 
security, national economic security, national public health 
or safety, or any combination thereof. 

▶ Provided industry insights to analyze and model risk on 
an ongoing basis.

BOTNET AND IOT SECURITY

Throughout 2020, the Departments of Commerce and 
Defense continued to focus on the implementation of the 
2018 Botnet Roadmap noting in a July 2020 Status Update 
“a robust effort across the entire ecosystem.” In parallel, the 
116th Congress focused on IoT security legislation. 

▶ Leveraging the CSCC’s work over the last few years 
through multi-stakeholder venues such as the Council to 
Secure the Digital Economy (CSDE), CSCC members have 
proposed guidance for fighting botnets and developing 
secure IoT devices.

COMM-ISAC 

The Communications Information Sharing and Analysis 
Center (COMM-ISAC) is the operational arm of the sector. Its 
goal is to avert or mitigate impacts on telecommunications 
infrastructure so that communication networks remain 
operational, and it serves as a clearinghouse for physical 
and cyber alerts to the telecommunications industry. Steady 
state, the Comm-ISAC meets with its CISA’s National 
Coordinating Center for Communications (NCC) partners 
and each other on a weekly basis, which has proven to 
substantially increase overall response and recovery 
capabilities. During the pandemic, meetings were held even 
more frequently.

▶ Updating the NCC Charter. Industry members worked 
for several months with the CISA/NCC leadership to 
update the NCC Charter.

▶ Contingency Plan for Core Network National Critical 
Function. In collaboration with CISA and the Strategy, 
Policy, and Operations Program of the Homeland Security 
Operational Analysis Center federally funded research 
and development center (FFRDC), communication 
sector representatives developed a joint contingency 
plan for responding to and mitigating the impacts of a 
significant cyber incident affecting the communications 
core network infrastructure in the U.S. It outlines 
planning considerations for the federal government 
and communications sector coordination, information 

sharing, and support. This contingency plan was the first 
one developed and is intended to serve as a model for 
developing further plans covering other national critical 
functions. 

▶ Responding to Unprecedented Number of Natural 
Disasters. Responded to a record number of natural 
disasters, including fires in the western U.S. and an 
extremely active Atlantic hurricane season—many of 
which occurred simultaneously—in collaboration with 
CISA/NCC, state, and local government partners.

▶ Incident Response Planning and Exercises. Responding 
to a cyber or physical incident requires extensive collabo-
ration with partners in government, other industries, and 
global counterparts. CSCC members participate through 
the Comm-ISAC extensively in exercises to better under-
stand interdependencies and mitigate risks. 
• CyberStorm 2020. Comm-ISAC industry members 

once again participated in planning, through execution 
of CyberStorm 2020, providing subject matter expertise 
in the exercise control cell, and guidance on the master 
event scenario list (MESL).

• Clearpath VII Exercise. Several Comm-ISAC industry 
members once again actively participated in this 
Department of Energy-led exercise, providing expertise 
and insightful information to electricity sector 
colleagues. 

▶ Inauguration Preparedness. Comm-ISAC industry 
members participated in U.S. Secret Service-led planning, 
and developed and implemented communication 
technologies, to ensure continuity of communication, 
national security, and emergency preparedness, up to 
and throughout the Presidential inauguration.

▶ COVID-19 Temporary Medical Facilities Support. 
Comm-ISAC industry members supplied secure 
communications to remote hospitals and other 
temporary facilities that were set up to handle the high 
number of COVID-19 cases.

▶ Other Activities.
• CSDE Cyber Crisis Report contains blueprints for 

response to 12 major cyber events. Coordinate with 
Federal Emergency Management Agency on Regional 
Emergency Communications.

• Cultivate close relationships with ISACs of like-minded 
countries, notably Japan.



7

CSRIC VII 

The Communications Security, Reliability, and 
Interoperability Council (CSRIC) makes recommendations 
to the FCC to promote resiliency of communications 
systems. CSCC members have figured prominently in 
leadership and contributory roles in each of the CSRIC 
Working Groups.

• WG1: Alert Originator Standard Operating Procedures.

• WG2: Managing Security Risk in the Transition to 5G.

• WG3: Managing Security Risk in Emerging 5G 
Implementations.

• WG4: 911 Security Vulnerabilities During the IP 
Transition.

• WG5: Improving Broadcast Resiliency.

• WG6: SIP Security Vulnerabilities.

PROMOTING THE NATIONAL INSTITUTE OF 
STANDARDS AND TECHNOLOGY (NIST) PRIVACY 
FRAMEWORK AND CYBERSECURITY FRAMEWORK 

The CSCC supported the development and rollout of 
NIST’s Privacy Framework, released in early 2020, 
which was developed to align with NIST’s Cybersecurity 
Framework. The Cybersecurity Framework provides 
voluntary guidance, based on existing standards, 
guidelines, and practices for organizations to better 
manage and reduce cybersecurity risk. The CSCC has 
consistently supported and promoted the voluntary use of 
the Framework to support a more secure ecosystem. 

OTHER NIST PROJECTS

▶ Impact Analysis Tool for Interdependent Cyber 
Supply Chain Risks

 This publication describes the Cyber Supply Chain Risk 
Management (C-SCRM) Interdependency Tool, designed 
to provide a basic measurement of the potential 
impact of a cyber supply chain event. It is intended 
for organizations to better understand their risk by 
measuring the impact in their specific environments. 

▶ Best Practices in Cyber Supply Chain Risk 
Management

 This document provides cyber supply chain security 
principles, cyber supply chain risks, examples of supply 
chain security questions, and examples of supply chain 
best practices. 

▶ Supply Chain Assurance Project
 The National Cybersecurity Center of Excellence 

(NCCoE) is developing guidance for organizations to 
verify that the internal components of their purchased 
computing devices are genuine and have not been 
altered during the manufacturing and distribution 
processes. Additionally, this project will demonstrate 
verification processes to ensure that the components in 
a computing device match the manufacturer’s attributes 
and measurements.

▶ Preparing a Secure Evolution to 5G
 This project will identify several 5G use case scenarios 

and identify for each how to strengthen the 5G 
architecture components to mitigate identified risks 
and meet compliance requirements. The project 
will demonstrate how commercial and open source 
products can leverage cybersecurity standards and 
recommend practices for each of the scenarios, as well 
as showcase 5G security features. 

https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8272.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8272.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/tpm-sca-project-description-final.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/5G-pse-project-description-final.pdf
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EXECUTIVE COMMITTEE

Robert Mayer, Chair (USTelecom)
Kathryn Condello, Vice Chair (Lumen)

Rudy Brioché, Secretary (Comcast) &  
IT-SCC Liaison 

Drew Morin, Treasurer (T-Mobile)

Joe Viens (Charter) & Comms ISAC Liaison 

Chris Boyer (AT&T) & NSTAC Liaison  

Jason Boswell (Ericsson)

John Marinho (CTIA)

Christopher Oatway (Verizon)

Jenny Prime (Cox) 

Tamber Ray (NTCA – The Rural Broadband 
Association)

Matt Tooley (NCTA – The Internet & 
Television Association)

Larry Walke (National Association of 
Broadcasters)

STANDING COMMITTEES

Administrative Committee

Rudy Brioché, Chair (Comcast)

Finance Committee

Drew Morin, Chair (T-Mobile)

WORKING COMMITTEES

COVID-19 Response Committee
Focus is on activities specifically associated 
with COVID 19 and strategies/projects 
to address impacts to sector member 
companies. 

Drew Morin, Co-Chair (T-Mobile)

Tamber Ray, Co-Chair (NTCA – The Rural 
Broadband Association)

Cybersecurity Committee 
Focuses on cyber initiatives and 
developments in supply chain; supports 
related activities and provides input to 
Executive Committee on appropriate policy 
considerations.

Paul Eisler, Co-Chair (USTelecom)

Tanya Kumar, Co-Chair (T-Mobile)

Matt Tooley, Co-Chair (NCTA – The 
Internet & Television Association)

Information Sharing Committee
Coordinates sector input on information 
sharing issues and initiatives across 
government and industry landscape.

Greg Holzapfel, Co-Chair (T-Mobile)

Joe Viens, Co-Chair (Charter)

Infrastructure and 5G Committee 
Concentrates on initiatives and 
developments involving critical 
infrastructure for all segments of the 
communications sector with a specific 
focus on 5G. 

Chris Boyer, Co-Chair (AT&T)

John Marinho, Co-Chair (CTIA)

Chris Oatway, Co-Chair (Verizon)

Outreach and Plans and Reports 
Committee
Executes the CSCC’s outreach and 
education strategies using CSCC assets 
and capabilities to improve awareness of 
sector activities.

Chris Anderson, Co-Chair (Lumen)

Elizabeth Chernow, Co-Chair (Comcast)

Melanie Tiano, Co-Chair (CTIA)

Small and Mid-size Business Committee
The SMB Committee focuses on 
issues relevant to small and mid-sized 
communications companies. 

Chad Kliewer, Co-Chair (Pioneer)

Tamber Ray, Co-Chair (NTCA – The Rural 
Broadband Association)



CSCC MEMBER COMPANIES

3U Technologies
ACA Connects
Association for International Broadcasting
ATIS
AT&T*
CableLabs
Charter
Cincinnati Bell
Comcast
Competitive Carriers Association
CompTIA
Consolidated Communications
Consumer Technology Association
Cox Communications
CTIA - The Wireless Association
Ericsson*
Frontier
General Dynamics Information Technology
Hubbard Radio
Hughes Network
iconectiv
Internet Security Alliance
Iridium*
Juniper Networks
Lumen*
National Association  
of Broadcasters
NCTA - The Internet & Television Association
NEC Corporation of America
Neustar*
North American Broadcasters Association
Nsight
NTCA - The Rural Broadband Association
Nippon Telegraph and Telephone America 
Pioneer Telephone Cooperative
Samsung
Satellite Industry Association
Telecommunications Industry Association
Telephone and Data Systems, Inc.
T-Mobile
U.S. Cellular
USTelecom - The Broadband Association
Utilities Technology Council
Verizon
Windstream
WTA – Advocates for Rural Broadband

*Denotes CSCC members on the President’s National Security 
Telecommunications Advisory Committee (NSTAC).
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For more information visit www.comms-scc.org

CONTACT: 

Chairperson: Robert Mayer, USTelecom 
rmayer@ustelecom.org

Vice Chairperson: Kathryn Condello, Lumen 
kathryn.condello@lumen.com

https://www.comms-scc.org

